NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXXJbpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, & NIKOJBHUKH OJHH U3 CaMBIX
aKTUBHBIX TIojb30Barened Pynera. Mexay TeMmM, IIOMUMO OTPOMHOIO  KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECeT M MpoOieMbl. JTa MmaMATKa JIOJDKHA 1MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KomnrerorepHsie BUPYCHI

KoMmnbroTepHblii BUPYC - 3TO PAa3sHOBHUJHOCTh KOMIBIOTEPHBIX MPOTpamMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue Kk 3ToMmy,
BUPYChl MOTYT TOBPEIUTh WM TIOJHOCTBIO YHHUYTOXUTh Bce (aillbl U JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)KxeHHasl Iporpamma,
a TaKke MOBPEAUTh WIM JaK€ YHUUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailiamu B
1enoM. B 60obIIMHCTBE CiTydaeB pacpOCTPaHSIOTCS BUPYChl Ye€pe3 UHTEPHET.

MeTO,Z[I)I 3alIMTBI OT BPCAOHOCHBIX IMPOTrpaMM:

1. Mcnonb3yii COBpEMEHHBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIM YPOBEHD 3AIMUTHI
OT BPEIOHOCHBIX TIPOTPAMM;

2. TloctossHHO ycraHaBiauBaiW madtu (UUQPPOBBIE 3aIUIaTKH, KOTOPHIE ABTOMATHYECKH
YCTaHABIWBAIOTCS C IIEJIbI0 JOPA0OTKHM TPOTpaMMbl) H JpyrHe OOHOBJICHHS CBOCH
omnepanroHHON cucteMbl. CkaunBai UX TOJIKO ¢ oduImanbHOro caita pazpaborunka OC. Eciamn
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGortaii Ha CBOEM KOMIIBIOTEpE IO/ MPaBaMu IMOJb30BaTENs, a HE aJIMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJILIIMHCTBY BPEJIOHOCHBIX NMPOTrpaMM HHCTAJUIMPOBATHCA HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonp3yid aHTUBHPYCHBIC IPOTPaMMHBIC IPOIYKTHI HW3BECTHBIX IPOHM3BOJUTEICH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb PU3NYECKU JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnonw3yii BHEUIHHWE HOCHTENW HHGOpMAalUM, Takue Kak ¢remka, Auck umu Qain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (Dailiibl, MONTyUYEHHbIE U3 HEHAAEKHBIX UCTOYHHUKOB. [laxke Te
¢aiinel, KOTOpPbIE MpHCIaT TBOM 3HAKOMBIN. Jlydlle yTouHU Y HEro, OTHPAaBJIsUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 910 He BHJ epeaun JaHHbIX, HE TEXHOJIOTHs, a BCEro JHIIb Open, mapka. Eme B 1991
roay HHJEpiaHJICcKas KommaHus 3apeructpupoBana Openn "WECA", uyro o603Hauano
cioBocouetanue "Wireless Fidelity", koTopslif nepeBoanTcs kak "0ecrpoBOHast TOUHOCTB'.

Jlo Hamiero BpeMeHHM Joluia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW e TEXHOJOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C HAMEKOM Ha CTAaHJAApPT BBICHICH
3BykoBoii TexHukH Hi-Fi, yTo B nmepeBosie 03Ha4yaeT "BbICOKAs TOYHOCTD'.



Jla, OecmjaTHBI HMHTEPHET-AOCTYNl B Kade, OTeNsiX M adponopTrax SBISIETCS OTIMYHOU
BO3MO’KHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE AKCIIEPTHI CYUTAIOT, YTO 00mIeA0CTynHbIe Wi-
Fi cetn He aBisitoTcs 6€30MaCHBIMU.

CoBetsl 110 0€30MaCHOCTH pabOThI B 00HIeNOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyro uHpOpMaImio depe3 odmenocrymasie Wi-Fi ceru. Paboras B
HHUX, KCJIAaTCJIbHO HC BBOAUTH ITAPOJIU AO0CTYyIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Hcnonp3yil u OOHOBISIM aHTUBUPYCHBIE NporpamMmbl U OpaHamayep. Tem cambiM Tbl
oOe3omacuIib ce0st OT 3aKa4YKK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkmroun ¢pyakuuro "OO6muit goctyn k ¢daimam u nmpuHTEpam'.
Jannast GyHKIUST 3aKphITa 10 YMOJIYAHUIO, OJTHAKO HEKOTOPHIE IMOJIH30BATEIN aKTHBUPYIOT €€
TSt ynoOCTBa MCIOJIb30BaHUs B paboTe uin yuede;

4. He ucnonw3yit myonuuasiii WI-FI ans nepenaun nudHbIX JaHHBIX, HAIPUMEpP AJIS BbIXOJA B
COIIMAJIBHBIE CETH WJIU B DJIEKTPOHHYIO TIOYTY;

5. Ucnonp3yii Tonpko 3ammuiieHnoe coenuuenune depes HTTPS, a we HTTP, T.e. mpu maGope
BeO-aapeca BBOAM uMeHHO "https://";

6. B MmobunsHOM Tenedone otkimtoun ¢ynknuio "llonkmouenne k Wi-Fi aBromarnyecku". He
JOTTyCKail aBTOMaTHYECKOTO TOAKITIOYCHHS YCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConanbHble CETH

ConuanbHble CETH aKTHBHO BXOJST B HAIly XU3Hb, MHOTHE JIIOAU pabOTalOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MUJUTHAp] 4YEJIOBEK, YTO SIBJISIETCS OIHOMN
celIbMOM BCEX JKHUTeNeH IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO HH(popMaius,
pa3MelieHHas UMU B COIIMAIIbHBIX CETSAX, MOKET ObITh HalZIeHa M HUCIIOJIb30BaHA K€M YrOJHO, B
TOM 4HcJIe He 0053aTeNbHO ¢ OJIaruMU HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B CoHaJIbHBIX CETAX:

1. Orpanunub cnucok apy3zed. Y TeOs B Ipy3bsSX HE JODKHO OBITh CIy4ailHBIX U HE3HAKOMBIX
JIIOCH

2. 3amuiai CBOIO YacTHYIO >KHM3Hb. He ykaspiBail mapoiu, TenedoHbI, ajapeca, IaTy TBOETO
POXIEHUS U APYryl0 JUYHYI0 UHGOPMAaLNI0. 3MOYMBIIUICHHUKH MOTYT HCIIOJIb30BaTh JaXKe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOHM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI,

3. 3am1/1ma171 CBOIO peIyTalluio - JACPKHU €€ B YUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCII OBl THI,
YTOOBI APYruec IMnoJib30BaTCJIn BUACIIN, YTO Tbl 3arpy>KaemL? HOHYMaﬁ, pexKaAc 4eM 4YTO-TO
Ol'[y6J'II/IKOBaTB, HAIuUcCaThb U 3arpy3uTh,

4. Ecnu ThI ropopuiib C JHOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3YI71 CBOC PCAJIbBHOC MMA U
APYTYIO JINYHYIO I/IH(I)OpMaI_II/II/II HUMs, MECTO KHUTCIILCTBA, MCCTO y‘ICGBI " Ipouce;

5. U36erait pa3memienus ¢ortorpaduit B MHTEpHETE, Tie Thl M300paK€H Ha MECTHOCTH, IO
KOTOPOU MOYHO OIPEAEIUTE TBOE MECTOIIOJIOKECHHUE;



6. Ilpu perucrpanuui B COIMATBHON CETH HEOOXOIUMO UCIOIB30BATh CJOXKHBIC IApOIIH,
cocrosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. J1nst coumanbHOM CeTH, OYTHI U IPYTUX CAMTOB HEOOXOAWMO MCIOJIb30BaTh Pa3HbIE MAPOJIH.
Torna eciau TeOs B370MAIOT, TO 3JI0YMBIIUICHHUKH MOJIYYaT JOCTYIl TOJIBKO K OJJHOMY MECTY, a
HE BO BCE cpasy.

DNEeKTPOHHBIC IEHBIU

ONEeKTpPOHHBIE JEHbIW - 3TO OYEHb YAOOHBIH CHOCOO IIaTeked, OJHAKO CYLIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJYYHUTH 3TU ACHBLI'U.

SJIGKTpOHHBIC JCHBI'M MOJABUJINCH COBCEM HCIABHO MW HWMCHHO MH3-3a OTOIO BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HE NPOIHCAHO PO HUX B 3aKOHAaX.

B Poccun xe oHM QpYHKIMOHUPYIOT M O HMX YK€ MPOIHMCAHO B 3aKOHE, I UX Pa3AEsAIoT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO TE€, B
KOTOpBIX paspemiaercs MpOBOAUTH oOmepanuu 0e3 WAeHTU(UKAIUKU TOdb30BaTeNd, a B
HEAaHOHMMHBIX UACHTU(UKAIINS MOJIb30BATENS ABISIETCS 00s3aTEIbHOM.

Taxxe cnenyer pa3ianyaTh 3J1€KTPOHHbIE (PUATHBIE A€HBIU (PaBHBI TOCYJapCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHbIE HE(HUATHbIE IEHbI'H (HE paBHbI TOCYIaPCTBEHHBIM BAJIIOTaM ).

OcHOBHBIE COBETHI 110 6€30MacHO paboTe € ANEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku K cuery MOOWIBHBIN TenedoH. DTO caMblii yHOOHBIH W OBICTPBIA CIOCOO
BOCCTaHOBUTHh JIOCTYH K cuery. l[lpuBsi3aHHBIM TenedOoH TOMOXKET, eclii 3al0ynenib CBOU
IJIATEeKHBIN MapoJib WK 3aiJelIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonw3yit ogHopazoBsie maposu. [locne nmepexosa Ha YCHIIEHHYIO aBTOPH3AIUIO TeOe yke
He Oy/eT yrpoaTh OMAaCHOCTb KPaXkH UJTU MepexBaTa IIaTeXHOTo MapoJis;

3. BeiGepu cnoxHbiii maposib. [IpecTynmHukaM OyneT HE MPOCTO Yraaarh CIOXKHBIA IapoJib.
Hagnexxuble maponu - 3TO mapoiu, KOTOpble cofepkaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTpPOYHbIE U TPONHUCHBbIE OYKBBI, HU(PHI U HECKOIBKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJulapa,
¢dyHTa, BOCKJIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOHM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPbIM HC JOBCPACIID.
QHGKTpOHHaH Io4yra

ONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHMSI M IPENOCTaBIISIEMBIE €10 YCIYTH IO MEPECBUIKE U
MIOJIy4EHUIO BJIEKTPOHHBIX COOOIEHHH, KOTOpPbIE PACHPENEISAIOTCS B KOMIIBIOTEPHOW CETH.
OOBIUHO ~ DNEKTPOHHBIM  MOYTOBBIM  SAMIMK  BBIVISIAUT — CIEAYIOIIMM  oOpas3oMm:
UMs_TI0JIb30BATEeNA(@UMs_JiOMeHa. Takxke KpoMme Tepelaud IpOoCTOro TEeKCTa, HMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (paiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ 3IEKTPOHHOM MOYTOM:
1. Hano BbIOpaTh MNpaBUJIbHBIN IMOYTOBBIA cepBUC. B HHTEpHETE €CThb OTPOMHBIA BHIOOP

OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTh TEM, KOTO 3HAEIlb U KTO NEPBHIA B
pEUTHUHrE;



2. He ykaspiBail B nu4HOW moure IW4Hyl0 wuHGpopmanuio. Hampumep, myume BbIOpath
"My3bIKaIbHbIN _(haHaT@" wiu "pok2013" BmMecTo "Temal3";

3. Hcnonp3yil IByX3TalHyI aBTOPU3ALMIO. DTO KOrja MOMHMO IapoJis HYXHO BBOJIUTH KOJ,
npucblIaeMblil o SMS;

4. BeiOepu CIOXKHBIA Tapoab. J[JIsl KaKI0TO MOYTOBOTO SIIHMKA JOJDKEH OBITh CBOW HAJC)KHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecianm ectb BO3MOMHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH OTYy
BO3MOKHOCTb;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBbIil sl 4acTHOW MEpPEenucKH C aJpecaramu,
KOTOPBIM ThI I0BEpsielllb. DTO 3JIEKTPOHHBIN aJipec He HaJ0 UCMOJIb30BaTh MIPU PETUCTPALIUU HA

dbopymax u caiftax;

7. He oTkpbiBaii (paitsibl U Apyrue BIOKEHUS B MUCHbMaxX, JaKe €CIM OHU MPHILIA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiibr;

8. Tlocrme oxoHuaHWsI pabOTHI Ha TIOYTOBOM CEpPBHUCE TEpel 3aKPBITHEM BKIAJKH C CaHTOM He
3a0ynp Haxath Ha "Beiitu".

KubepOynnuHT miin BUPTyaIbHOE U3EBATEIHCTBO
KubepOynnuHr - mpecienoBaHuEe COOOIICHUSMH, COJEP)KAIIUMH OCKOPOJICHHS, arpeccurio,
3alyruBaHue; XyJIUraHCTBO; COLMaibHOEe OOMKOTHPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEpBHCOB.

OCHOBHBIE COBETHI 10 OOPHOE C KHOEPOYIITUHTOM:
1. He Opocaticsa B 60i. Jlydmmii crioco0: MocoBETOBAThCSA Kak ce0s BECTH M, €CJIM HET TOTO, K
KOMYy MOXHO OOpaTuThCsi, TO BHauyaje YCHOKOUThCSA. Eciau Thl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €Ile OOJIbIIIE Pa30sKKelIb KOH(IUKT;

2. YrpaBJisiii cBoei KubeppenyTamnueii;

3. AHOHMMHOCTbL B CETH MHUMas. CYIJ_IGCTBYIOT CIIOCOOBI BBIAICHUTB, KTO CTOUT 3a aHOHHMHBIM
AKKaYHTOM;

4. He crouTt BecTu XYJIUTaHCKUW 0Opa3 BUPTyalnbHOW >ku3HU. MIHTepHET QuKCHpyeT Bce TBOU
NEUCTBUS U COXpaHSIEeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIbHO;

5. CoGmrofiail cBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. UrHopupyit enuHuuyHbI HeraTuB. OJHOpa30Bble OCKOPOWUTENbHBIE COOOLICHMS JIydllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha HayalbHOW CTa M,

7. ban arpeccopa. B nporpamMmmax 00MEHa MTIHOBCHHBIMH COO6IJ.I€HI/I}IMI/I, B COIIMAJIBHBIX CETAX
€CThb BO3MOXXHOCTb 6J'IOKI/Ip0BKI/I OTIpPaBKH COOGIJ_ICHI/II‘/JI C OIIPCACIICHHBIX aIPpECOB,

8. Eciu 1B cBuzeTens kubepOymnHra. TBou necTBUSA: BBICTYNHMTH NMPOTUB IpecieloBaTes,
[I0Ka3aTb €My, YTO €ro ACWCTBUs OLIEHUBAIOTCS HEraTHBHO, IMOAJEPXkaTh >KEPTBY, KOTOPOH



HYXHa TICUXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (aKTe€ arpecCMBHOTO MOBEICHUS B
CCTH.

MoOunbHbIH TenedoH
CoBpeMenHble cMapT(OHBI U TUIAHIIETHI COJAEP)KAT B ceOe¢ BIIOJIHE B3POCIbIA (YHKIIMOHAT, U
TENnepb OHU MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMU KommbioTepamu. OmHAKO, CpPeICTB
3alIUTHI IS TI0I00HBIX YCTPOMCTB MOKa OYEHb Masio. TeCTHPOBaHUE W MOUCK YSI3BUMOCTEH B
HUX TPOUCXOTUT HE TaK HMHTCHCHMBHO, Kak jus [IK, To ke camoe Kacaercs U MOOMJIBHBIX

MIPUIIOKEHUHN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIE aHAJOIH, OJTHAKO
pacmupenue GyHKIIMOHAIA BICUET 3a CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3AIUIIICHHOCTD.

Jlaneko He Bce MPOM3BOJAUTENM BBIMYCKalOT OOHOBIIEHHS, 3aKPBIBAIOLINE KPUTHUYECKUE
YSA3BUMOCTH I CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 6€30TaCHOCTH MOOMIIBLHOTO Telle(oHa:

Huuero He sBaseTcs mo-HacTosimeMy OecIulaTHBIM. byas ocTopokeH, Beap Koraa Ttebe
npeyiaraloT OeCIUTaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHeE-TO IJIATHBIE YCIIYTH;

Hymaii, npexje yem otnpaBuTh SMS, ¢oto mnu Buaeo. Tl TOUHO 3HACIIb, I/Ie OHU OYAYT B
KOHEYHOM uTOre?

Heo6xomumMo 0OHOBIISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;
Hcnonp3yit aHTUBUPYCHBIE MPOTPaMMBI IJ1s1 MOOHMIIBHBIX TEJIC(OHOB;

He 3arpy>1<a171 IMPUIIOKEHUA OT HCU3BCCTHOI'O HWCTOYHHKA, BE€Ab OHH MOI'YyT COACpPKaThb
BPCAOHOCHOC IIPOIrpaMMHO€ O6€CH€‘I€HI/IC;

ITocne Toro kak ThI BBIWJEIIL C CaliTa, T/I€ BBOJAWJ JIMUHYIO MH(OpMAIIHIO, 3l B HACTPOUKH
Opay3sepa u ynanu cookies;

HepI/IOI[I/ILICCKI/I HpOBCprI, KaKHC IUIATHBIC YCIIYT' AKTUBUPOBAHBI HAa TBOEM HOMEPC,

Z[aBaﬁ CBOM HOMCDP MOOMJILHOTO TeJ'Ie(l)OHa TOJIBKO JIFOJAAM, KOTOPBIX Thl 3HACHIb U KOMY
JOBCPSCIID,

Bluetooth momxeH ObITh BBIKIIOYEH, KOTJAa Thl MM HE TNOJb3yeuibcs. He 3a0biBail mHOrIa
MIPOBEPSTH ITO.

Online urpsl

COBpeMeHHHe OHHaﬁH'HrpLI - OTO KPAaCOYHBIC, 3aXBAaTbIBAIOIIHUEC PA3BJICUCHUA, O6’[>€I[I/IH$IIOH_[I/IC
COTHH TbICAY YCJIOBCK IO BCEMY MUDPY. I/IrpOKI/I HCCICAYIOT JIAaHHBIM UM Mup, O6IHaIOTC${ Apyr ¢
APYTrOM, BBINIOJIHAKOT 3aJlaHUA, CPaXKAOTCA C MOHCTpaMU U IOJYYAarOT OIIBIT. 3a YAOBOJILCTBUC
OHMU IUIATAT: MMOKYIAOT JUCK, OIIIIAYUBAKOT a0OHEMEHT HIIN HpHOGpCTaIOT KaKHuec-TO OIIIHH.



Bce atH cpenctBa uayT Ha MOANCpPKAHWE U PA3BUTHE UTPHI, a TaKXKE Ha caMy O€30MacHOCTH:
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIE MaT4yd (IU(POBBIE 3aIIaTKU
JUI IPOTPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO[[O6HBIX HUrpax CTOUT OIIaCaThbCsa HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXH TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpU3ALlUN OOJIBIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecim npyroit urpok Bener ceds Iioxo WM co3faeT Tede HEeMPHSATHOCTH, 3a0J0KHPYH ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics agAMHHHCTpAaTOpaM HWIPbl Ha IUIOXO€ IOBEJEHHE 3TOT0 HIPOKA, IKEJATeIbHO
MIPUJIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3sbiBaii TuuHyto uHGOpMaluio B mpodaiine urpsl;
4. YBaxau Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeounaabHbIE TATYA U MOJIBI;

6. Mcnonp3y# CIOKHBIE U pa3HbIE MTAPOJIH;

7. laxxe BO BpeMsi UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [loKa Thl Urpaenib, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

OUIMHT WIH Kpaxxa JUYHBIX JaHHBIX

OOBIUHOM KpaXked JCHEeTr W JOKYMEHTOB CETrOJIHS YK€ HHKOTO HE€ yAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUN 3JI0YMBIIIJICHHUKH TEPEMECTHIINCh B HWHTEPHET, W MPOJOJDKAIOT
3aHUMATHCS "TFOOUMBIM" HEJIOM.

Tak nosiBuIack HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (PHIIKHT, TIaBHAS 1IEJIb KOTOPOTO
COCTOUT B TMOJYYCHUU KOHQPHUICHIIMATBHBIX JIAHHBIX MOJIb30BATEJCH - JIOTHHOB U maposieii. Ha
aHTJIMCKOM si3bIKe phishing yutaercs kak ¢umuHr (ot fishing - peiOHas o, password -
1apoJib).

OcHOBHBIE COBETHI 10 6OPHOE ¢ HUIIUMHTOM:
1. Cnequ 3a cBOMM akkayHTOM. Eciu ThI MOJ03peBaeliib, 4TO TBOS aHKeTa ObLia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ M COOOIIUTh aIMHHUCTPATOPaM pecypca 00 3TOM KaK MOXHO
CKopee;

2. I/ICHOJ'II)?»yﬁ Oe3oImacHbIe Be6'CaI>’ITLI, B TOM YHUCJIC, HHTCPHCT-MAra3nHOB U MOUCKOBBLIX CUCTCM;

3. HCHOJ’IB3yﬁ CJIOKHBIC W PA3HBIC IIapOJIH. Takum o6pa30M, eciau  TeOs B3JIOMAarT, TO
3JIOYMBIIUJICHHUKHU 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(l)I/IJ'IIO B C€TH, 4 HC KO BCCM,

4. Ecnu T1ebs B3JIOMaJId, TO HGOGXOJII/IMO npeaymnpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPLIC
,Z[O6&BJICHLI y TeOs B APY3biX, O TOM, 4YTO TeOs B3JIIOMAaJIH ", BOBMO>XHO, OT TBOCIrO HMCHH 6y;[eT
pacChlIaTbCA CIlaM U CCBLJIKU Ha (I)I/II_I_II/IHFOBBIG CaﬁTLI;



5. YcranoBu HagexHbIH napois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKITIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBail ¢ailibl 1 Ipyrue BIOKEHHUS B MUChbMaX, JaK€ €CIIM OHM IMPUIILIU OT TBOHUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiibl.

Hudporas pemyramus

udposas permyramust - 3TO HEraTHMBHAas WM TO3UTHUBHAS WHPOpPMALUs B CETH O Tebe.
Kommnpomerupyromasi uapopmanusi, pa3MelIeHHAass B UHTEPHETE, MOKET CEpPbE3HbIM 00pazoM
OTpa3uThCs Ha TBOEW peasibHOM *u3HU. "Lludposas penyranus" - 3TO TBOM UMMJIK, KOTOPBIN
(dbopmupyetcst u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE€ (PMHAHCOBOE IOJOXKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MNyOJMKAalUu JHMYHOM HHpOpManuu B
WnuTepHere, HE MOHMMAas BO3MOXKHBIX MOCIEACTBHM. ThI axke HE CMOXKEIb JOraJaThCs O TOM,
yto (oTorpadus, pasmMelieHHas 5 JeT Ha3a/l, cTajla IPUUYMHOM 0TKa3a MPUHATH TeOst Ha paboTy.

KomMmenTapuu, pasmenienue TBoux Gororpaduil u 1pyrue AeUCTBUS MOTYT HE UCUE3HYTh Jlaxe
MIOCJIe TOTO, KaK Thl MX yJanuiib. Thl HE 3Ha€lllb, KTO COXpPAHUI ATy MH(POpPMAIUIO, Momnaia JIu
OHa B TOHCKOBBIE CHCTEMBl M COXpaHWIach JHM OHA, a TJIABHOE: YTO MOAYMAlOT O Tebe
OKPYXKAIOIIKE JIFOAW, KOTOPbIE HAWIYT M YBUIAT 3T0. Haiith mHbOpMAIIIO MHOTO JIET CIYCTS
CMOXET JIFOOOW - Kak M3 JAOOPBIX MOOYXKIEHWM, TaK U ¢ HaAMEPEHHUEM MPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aITUTE ITU(POBOM pEITyTaIUu:

1. Tlogymaii, mpexke 4eM 4To-TO IMyOJIMKOBATh U MepeaaBaTh y cedst B 0Jiore WK B COLUAIBHON
CceTH;

2. B Hactpoiikax mpodmiis yCTaHOBH OTpaHMYEHHsS Ha TPOCMOTP TBOErOo MPOPMIS U €ro
COZEP)KMMOTO, CIIeTal €ro TOJbKO "jist apy3en';

3. He pa3merniaii u He yka3biBaii MH(POpPMAIIMIO, KOTOPas MOXET KOro-jiu00 OCKOPOJISATh WIIH
00MXKaTh.

ABTOpCKOE TIPaBO

COBpeMeHHHe MIKOJBHHUKHW - AKTHUBHBLIC II0Jb30BaTCIN I_[I/I(l)pOBOFO MMpOCTPAHCTBA. OI[HaKO
JaJICKO HC BCC 3HAKOT, YTO IMOJB30BAHHMEC MHOI'MMH BO3MOXXHOCTAMU I_II/I(i)pOBOFO MHUpa Tpe6yeT
CO6J'IIO,Z[6HI/I$I IIpaB HAa UHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "uHTEIEKTyaslbHasi COOCTBEHHOCTb' OTHOCUTCS K  pa3iM4YHBIM  TBOPEHUSM
YeJI0OBEYECKOr0 yMa, HaunHasi ¢ HOBBIX M300peTeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TpPOAYKTHl M YCIYrdM, M 3aKaH4YMBass KHUramu, ¢ororpadusiMu, KuHOQUIBMAaMU U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKI/IC IIpaBa - 3TO IIpaBa Ha UHTCIIJICKTYaJIbHYIO COOCTBEHHOCTH Ha IMMPOU3BCACHUS HAYKHU,
JIUTCPATypbl U HCKYCCTBA. ABTOpCKI/IC ImpaBa BBICTYINAIOT B KA4YCCTBC TapaHTHU TOTO, YTO



MHTEIUICKTYaJIbHBIN/TBOPUECKUN TPYyA aBTOpa HE OyIeT HampacHbIM, JAacCT €My CIIPaBeUINBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaxX CBOEro TPy/a, NOJYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOU3BOUTD €ro MPOU3BEICHHE, PACIPOCTPAHSITS,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOJABaTh, HMMIIOPTHUPOBATh, IyCKaTb B IMpOKaT, MyOIMYHO
UCTIOJHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3meniaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro" MNporpaMMHOIO OOECIEeYeHUs MOXKET IPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaMm JO OJOKHPOBKH TBOETO YCTPOWCTBA, T/E
yCTaHOBJIEHA HeleraibHas nporpamma. He cTouT Takxke 3a0bpIBaTh, UTO CYILIECTBYIOT JIETAJIbHBIE
1 OecIuiaTHbIE TPOTPaMMBbI, KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CeteBUYOK.pJ - TBOW TJIABHBIM COBETYHK B CETH. 3JI€Ch Thl MOXKEIIh Y3HATh O O€30MaCHOCTH B
CEeTH TIOHSATHBIM M JIOCTYIIHBIM SI3BIKOM, a TpPH BO3HUKHOBEHMHM KPUTHYECKOW CHUTYyaIllu
00paTUTHCS 3a COBETOM. A Tak)Ke MPHUHATH Yy4acTHE B KOHKYpCax M CTaTh CaMbIM HHU(PPOBHIM
rpaXxJaHUHOM !



